2024 BSides St Pete (9/14/24) - Presentation Schedule

hitps:/fwww.bsidesstpete.com/

Room 1 |Flnnm2 |Rnnm3 |Rnnm4
8:15.9:00 AM Key Note: JC Carlos Vega - From Breaderumbs to Trailblazers: Unlocking a Future of Endless Possibilities Together (Community Room)
Turning the Tables: Leveraging PIB: The Evolution of Pl Social Engineering - Layer 0 - Hearts & |Generative Al for Cybersecurity Awareness
Adversarial Tactics for Enhanced Presenter: Osama Nasser Shilbayeh Minds - MeatWare Training: Skills, Strategies, and
Security Testing [Track: Innovation in Cybersecurity] Presenter: Joshua Taylor Accountabilities
Presenter: Arpan Abani Sarkar [Track: Offensive/Defensive Security] Presenters: Brian Callahan, Quinn
[Track: Offensive/Defensive Security] Colognato, and Mary Cotrupi
[Track: Leadership in Cybersecurity: Elevating Teams
and Innovating Standards]
9:00-8:50 AM

10:00-10:50 AM

Exploring API Security: Key Distinctions
from Web Application Testing

Presenter: Alberto Wilson
[Track: Offensive/Defensive Security]

BadAl Playbook and Mitigations

Presenter: Jeremy Rasmussen
[Track: Innovation in Cybersecurity]

From Panic to Preparedness: Averting
Ransomware Disasters

Presenter: Erich Kron
[Track: Offensive/Defensive Security]

Starting Your Own Cyber Company
Presenter: Bryson Bort

[Track: Leadership in Cybersecurity: Elevating Teams

and Innovating Standards]

11:00-11:50 AM

Take Back Your Privacy: Demystifying
PGP/GPG

Presenter: Steven Miano
[Track: Offensive/Defensive Security]

Same Game, Different Name: Effectively
Managing Vendor Al Risk

Presenter: Chris Honda
[Track: Innovation in Cybersecurity]

Eye to Eye with Al

Presenter: Doug Cassle
[Track: Offensive/Defensive Security]

Building a High Performing Cyber Team
Presenter: Andy Hanks

[Track: Leadership in Cybersecurity: Elevating Teams

and Innovating Standards]

12:00-12:50 PM

Key Note: Candace Williams - The Influence Hack: Shaping Your Future in Cybersecurity (Community Room)

Detections as Code ft. Elastic

Presenter: Eric Forte
[Track: Offensive/Defensive Security]

Encrypting Your Infrastructure Without
Getting Fired

Presenter: Matt Moen
[Track: Innovation in Cybersecurity]

Making AutidD Work for You: How to

Presenter: Truvis Thornton
[Track: Offensive/Defensive Security]

1:00-1:50 PM

From Patterns to Compliance: Leveraging

Generative Al into SOC 2 Auditing
Presenter: Tanvi Nandamudi

[Track: Governance, Risk, and Compliance (GRC)]

1:00-1:50 PM
S0OC 2 Reports for InfoSec Unlocking Security: Embracing Threat Hunting: Be the Hunter, Not the | Reviewing Xbox & Xbox 360 Securityfroma
Professionals Passwordless Authentication and Zero Hunted Halo Modder
Presenter: Michael Brown Trust Presenter: Gabriel Simches Presenter: Connor Tumbleson
[Track: Governance, Risk, and Compliance (GRC)] | Presenter: Abrom Douglas Il [Track: Offensive/Defensive Security] [Track: Offensive/Defensive Security]
2:00-2:50 PM [Track: Innovation in Cybersecurity]
Passwords.... Your #1 Defense Against |Educating Your Guesses: How To Quantify |The Future of Fear: Social Engineering |Navigating Cybersecurity Maturity Model
Cyber Attacks Risk and Uncertainty with an Al Twist Certification (CMMC)
Presenter: Joel Sierra Presenter: Sara Anstey Presenter: Erich Kron Presenter: Stacey Oneal
2:00-3:45 PM [Track: Offensive/Defensive Security] [Track: Governance, Risk, and Compliance (GRC)] [Track: Offensive/Defensive Security] [Track: Governance, Risk, and Compliance (GRC)]
4:00-5:00 PM Closing




